LEHTPANbHBLIA BAHK POCCUACKOW ®EAEPALINA

NMUCbMO
oT 2 okTAGpA 2009 r. N 120-T

O NAMATKE
"O MEPAX BE3OINACHOI'O UCNOJIb30OBAHUA BAHKOBCKUX KAPT"

BbaHk Poccun B pamkax paboTbl N0 MHPOPMUPOBAHUIO O pUCKaX, CBSA3AHHLIX C UCMNOSNb30BaHUEM
©aHKOBCKMX KapT, M MNOBbILIEHWNIO (UHAHCOBOM FPaAMOTHOCTW HaceneHus noarotosBun [lamaTtky Ans
aepxartenen 6aHKOBCKMX KapT O Mepax 6e3onacHOro ucnonb3oBaHus 6aHKOBCKMX kapT (ganee -
MamsTtka).

TepputopuanbHbiM  yypexaeHussm baHka Poccuu npegnaraetcsd NpoBecTM C  KPeAWUTHbIMU
opraHusauusamMu OOMNOfHWUTENbHY paboTy, HampaBMeHHYH Ha MOBbIWEHNE WHOPMUPOBAHHOCTU
aepxatenen OaHKOBCKMX KapT O Mepax Mo COXPaHHOCTM OaHKOBCKOW KapTbl, €€ pEeKBU3WTOB,
nepcoHanbHOro naeHTudrKaunoHHoro Homepa (ganee - NMWH) 1 gpyrnx gaHHbIX, @ TaKKe Ha CHUXEHWEe
BO3MOXHbIX PUCKOB MpW COBEPLUEHUN Onepauun C UCNornb3oBaHMeM OaHKOBCKOW kapTbl B GaHkomare,
npu 6es3Hanu4HoOn onnate ToBapoB W YCNyr, B TOM Ynicne Yyepes ceTb VHTepHeT, BKoYas pasmMelleHune
MamaTkn B MecTax obcnyxuBaHus gepxatenen 6aHKOBCKMX KapT, B AOCTYNHOW ANS O3HaKOMMEHUs
dopme.

HacToswee nucbmo baHka Poccuu nognexut onybnukosaHuto B "BecTHuke barka Poccnn'.

3amecTtutens lNpencenarens
Banka Poccun
T.HYYTI'YHOBA

Mpunoxexue
K nucbmy banka Poccum
ot 02.10.2009 N 120-T

NAMATKA
"O MEPAX BE3OIMNMACHOIO UCIMNOJIb3OBAHUA BAHKOBCKUX KAPT"

CobnioaeHve pekoMeHaaumii, cogepxalumxcs B MamsTke, NO3BONUT o6ecneynTb MakcUMarbHYyo
COXpaHHOCTb GaHKOBCKOM KapThbl, ee pekBuanToB, MNH 1 Opyrx OaHHbIX, @ Takke CHU3UT BO3MOXHblE
PUCKM MpWU COBEpLUEHMX onepauuii Cc Ucrnonb3oBaHMeM 6aHKOBCKOW KapTbl B GaHkomaTe, npu
GesHannyHoM onnarte TOBapoB U YCNyr, B TOM Yucre Yepes ceTb MHTepHerT.

O6wme pekomeHaaunm

1. Hukorga He coobuwawnte MAH TpeTbmm nuuam, B TOM 4YUCre POACTBEHHMKAM, 3HAKOMbIM,
COTpYAHWKaM KpedWMTHOW opraHusauuu, Kaccupam u nvuam, nomorawoowmm Bam B wmcnonb3oBaHuu
D©aHKOBCKOW KapTbl.

2. NMNH HeobxoaMMOo 3anoMHWUTL UK B Crydae, ecnu 3TO SABNSAETCS 3aTPYOHUTENbHBIM, XpaHUTb
€ero otaenbHO OoT GaHKOBCKOW KapTbl B HESBHOM BUAE W HEOOCTYMHOM Afsi TPETbUX MWL, B TOM 4Yucrne
POOCTBEHHUKOB, MeECTe.

3. Hukorma Hu npu kKakux obcTosTENbCTBAaX He nepepaBanite OaHKOBCKYID KapTy Ans
MCMNOMb30BaHNs TPETbUM fuuaM, B TOM 4Yucre poacTBeHHukam. Ecnv Ha 6aHKOBCKOW kapTe HaHeceHb!
damunua n mMsa usmMyeckoro nuua, To TOMbKO 3TO (pu3Myeckoe nuuo MMeeT NpaBO UCNOoNb3oBaTb
D©aHKOBCKYIO KapTy.

4. TMpwn nonyyeHnn 6GaHKOBCKOW KapTbl pacnuwunTecb Ha ee OOOPOTHOW CTOPOHE B MeCTe,
npegHasHa4YeHHOM Ansi nognucu gepxatens 6aHKOBCKOW KapTbl, €CNv 3TO NPegyCMOTPEHO. 3TO CHU3UT
pucK ncnonb3oBaHnss 6aHKOBCKOM KapTbl 6e3 Bawero cornacusi B cnyvae ee ytpaTbl.

5. byabTe BHMMAaTENbHbl K YCMOBUSIM XpPaHEHUS M WCMOMb30BaHMA OaHKOBCKOWM KapThl. He
noasepranTe 0aHKOBCKYIO KapTy MEXaHU4eCKUM, TeMNepaTypHbIM U 3MEKTPOMArHUTHBIM BO3AENCTBUAM,
a Takke usberante nonagaHva Ha Hee Briarn. BaHKOBCKYO KapTy HENb3s XpaHUTb PSAOOM C MOOMITbHBLIM
TenedoHOM, GbITOBON U OPUCHOM TEXHUKON.
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6. TenedoH kpeouUTHOW opraHM3auum - SMUTEHTa GAHKOBCKOWM KapTbl (KPeOUTHOW opraHusauuu,
BblaaBlen 6aHKOBCKYHO KapTy) yka3aH Ha 0DOpOTHOW CTOpoHe GaHKOBCKOWM KapTbl. Takke Heobxoaumo
BCcerga nmeTb npu cebe KOHTakTHble TenedoHbl KpeauTHON OpraHm3aumm - aMUTeHTa 6aHKOBCKOW KapThbl
N Homep OaHKOBCKOM KapTbl Ha APYrMX HOCUTENSAX WHGOPMauuMW: B 3arUCHOW KHUXKE, MOOUITBHOM
TenedoHe n/vnn gpyrmx HoOCUTENAX MHOpPMaLUK, HO He psaoM € 3anucbio o MNH.

7. C uenblo npefoTBpalleHnsl HENPaBOMEPHbLIX AEWCTBUA MO CHATUIO BCEW CYMMbl OEHEXHbIX
cpencte ¢ H6aHKOBCKOro cyeta LenecoobpasHO YyCTAHOBWUTb CYTOYHLIW MUMUT Ha CyMMy ornepauuin no
©aHKOBCKON KapTe M O4HOBPEMEHHO MOAKMIOYUTL SMEKTPOHHYI0 YCMyry OMOBELLEHWS O MPOBEAEHHbIX
onepauumsx (Hanpumep, onoseLlleHne nocpeacTsom SMS-coobLeHnn nnn NHbIM CNOcobom).

8. lMpn nonyyeHun nNpocbObl, B TOM 4YWUCrie CO CTOPOHbI COTPyAHMKA KPEAWUTHOW opraHvsauuu,
COOOLMTb MepcoHanbHble AaHHble unu uHdopmaumio o 6aHkoBckon kapte (B Tom uucne MUAH) He
coobwanTte ux. [epe3BoHUTE B KPEeOMUTHYIO OpraHm3auuio - 3MUTEHT OaHKOBCKOM KapTbl (KpeauTHYH
opraHu3auuio, BblgaBLuyto 6aHKOBCKYHO kapTy) u coobute o JaHHOM dhakTe.

9. He pekomeHOyeTcs oTBeYaTb Ha 3MEKTPOHHbIE MUCbMA, B KOTOPbIX OT WUMEHW KpeauTHOW
opraHusaumm (B TOM 4WCre KpeauTHOW opraHu3aumm - aMuTeHTa O6aHKOBCKOW KapTbl (KpeauTHOW
opraHu3auuu, BblaaBLUen DaHKOBCKy KapTy)) npeanaraeTcs NpeaoCcTaBuTb NepcoHanbHbIe AaHHble. He
cnegymnTe no "cebinkam”, ykasaHHbIM B NMUCbMax (BKITHOYas CChISIKU Ha CalT KpeaUTHOW OpraHusaumm), T.K.
OHW MOTYT BECTM Ha CaWTbl-ABOVHUKN.

10. B uensix MHMOPMAaLMOHHOIO B3aMMOAEWCTBMS C KPeOUTHOW opraHu3auuen - SMUTEHTOM
OaHKOBCKOM KapTbl (KpeOuTHOM opraHu3auuun, BblgaBllend OaHKOBCKYD KapTy) pekoMmeHayeTcs
NCNonb30BaTb TOMbKO PEKBU3UTbI CPEACTB CBA3U (MOOUNBbHBLIX M CTaUMOHapHbIX TernedoHOB, (hakCoB,
WHTEPaKTUBHbIX web-canTos/noptanos, 0BbIMHON M 3MNEKTPOHHOW NOYTbl M Mp.), KOTOPble YyKasaHbl B
AOKYMEHTaXx, NoNy4EeHHbIX HENOCPEACTBEHHO B KPEAUTHOW OpraHm3aumm - amuteHTe 6aHKOBCKOW KapTbl.

11. MomHuUTe, YTO B cnydae packpbiTus NMNH, nepcoHanbHbIX OaHHbIX, yTpaThl 6AaHKOBCKOW KapThbl
CYLLECTBYET PUCK COBEPLUEHWUS HEMPaBOMEPHbIX OEWCTBUA C [OEHEXHbIMWM cpeacTtBamy Ha Bawwem
©aHKOBCKOM CYETE CO CTOPOHbI TPETbUX UL,

B cnyyae ecnu wmeloTcsa npegnonoxeHunss o packpbitum  [VH, nepcoHamnbHbIX OaHHbIX,
NO3BOMSOLWNX COBEPLUNTL HEMpaBOMEpPHble OencTBuA ¢ Bawum 6aHKOBCKMM cHETOM, a Takke ecru
DaHkoBckas kapTa bbina yTpadeHa, HeobxoanmMo HemMeaNeHHO 06paTUTLCA B KPEAMTHYIO OpraHmn3auuio -
SMUTEHT GaHKOBCKOW KapTbl (KpeOuTHYK opraHusauuio, BblOaBLuyl0 GaHKOBCKy KapTy) M crnegosaTtb
yKasaHusaM COTpyAHVKa [AHHON KpeauTHOW opraHusauun. [Jo mMomeHTa obpalleHus B KpeauTHYHo
opraHu3aumio - aMmTeHT B6aHKOBCKOWM KapTbl Bbl HeceTe puCK, CBA3aHHbIA C HECAHKUMOHWPOBAHHLIM
CnucaHneM AeHexHbIX cpedcTB ¢ Bawero 6aHkoBckoro cyeta. Kak npasuno, COrmacHo YCrioBusIM
OOroBopa C KpeaUTHON OpraHusaument - SMMTEHTOM GaHKOBCKOW KapTbl AEHEXHbIE CPEACTBA, CNMCAHHbIE
¢ Bawwero 6aHkoBCcKkOro cyeta B pe3syrnbTaTe HECAHKLMOHMPOBAHHOIO MCMONb30BaHMs Bawwen 6aHKOBCKON
KapTbl 4O MOMEHTa yBegomIieHns 06 3TOM KpeOUTHOW OpraHm3auun - amuteHTa 6aHKOBCKOW KapTbl, HE
BO3MeLLalTCS.

PekomeHnaaLmmn npy coBepLLEHMIN OnepaLumit
c 6aHKoBCKOW kapTol B baHkomaTe

1. OcylwlecTBnsnTE onepauuMmM C UCNONb3oBaHMEM OGaHKOMAaToB, YCTAHOBMEHHbIX B 6e30nacHbIX
MecTax (Hanpumep, B rOCyAapCTBEHHbIX YYpEeXAeHUsX, noapasgeneHnsix 6aHKoB, KPYMHbIX TOProBbIX
KOMMeKcax, roCTUHMLLAxX, aspornopTax u T.M.).

2. He ncnonb3yiite ycTponcTtsea, Kotopble TpebytoT BBoga NVH ans goctyna B nomelleHve, rae
pacnonoxeH 6aHkomar.

3. B cnyyae ecnv no6nm3octn ot 6GaHkOMaTa HaxoOATCsl MOCTOPOHHUE Nvua, cregyeT BbliOpaThb
Oornee nogxopsiee Bpems Anst UCNoONb30BaHNs GaHkoMaTa MM BOCNoNb30BaTbCs ApYrm 6aHKkomaToMm.

4. Mepepn ucnonb3oBaHneMm HGaHKkoMata OCMOTPUTE €ro Ha Hannyne OOMOSIHUTENbHBIX YCTPOWCTB,
He COOTBETCTBYIOLLMX €ro KOHCTPYKLMU M pacnofioXeHHbIX B MecTe Habopa MNMVH n B mecTte (npopesb),
npegHasHa4YeHHOM AN npuemMa kapT (Hanpymep, HarnMyne HEPOBHO YCTaHOBMEHHON KnaBmaTypbl Habopa
MNH). B ykazaHHOM criy4ae BO34epXUTECh OT UCMONb30BaHWUs Takoro 6aHkomara.

5. B cnyyae ecnu knaeBuatypa wnu MecTo Ans npvemMa kapT OaHkomaTa 00opyaoBaHbl
OOMOMHUTENbHBIMW  YCTPOWCTBaMW, HE COOTBETCTBYHOLLMMU €ro KOHCTPYKUMU, BO3OEPKUTECH OT
ncnonb3oBaHua 6GaHKOBCKOW KapTbl B AaHHOM OaHkomMaTe UM coobwute O CBOUX MOO03PEHMAX
COTPYAHMKAM KpeaouTHOW opraHm3auumn no tTenedory, ykasaHHoMy Ha 6aHkomare.

6. He npumensnte dwmsmyeckyto cuny, 4Tobbl BCTaBUTb GaHKOBCKYHO KapTy B GaHkomat. Ecnn
OaHKoBCKas KapTa He BCTaBMSIETCS, BO3AEPXKUTECH OT UCMONb30BaHMs Takoro 6aHkomaTa.

7. Habupante NMNH Taknm obpasom, 4Tobbl Noan, Haxoasimnecs B HENOCPeACTBEHHOM B6nM3ocTy,
He cmornu ero yeuaetb. Mpu Habope NMUH npukpbiBaiTe knaBuaTypy pyKoM.

8. B cnyyae ecnn GaHkomaT paboTaeT HEKOPPEKTHO (Hanpumep, Oofroe Bpems HaxoouTcsa B
pexume OXuaaHusi, CaMOMpoOU3BOMbHO nepesarpyxaetcd), crnefyeT OTKasaTbCA OT WUCNONb30BaHWUS



Takoro OGaHKoMaTta, OTMEHWUTb TEKYLLYI OMepauuio, HaxaB Ha kraBmatype kHorky "OTmeHa", wu
AoXOaTbCsi Bo3BpaTa 6aHKOBCKOW KapThbl.

9. MNMocne nonyyeHns HaNWYHbIX AEHEXHbIX CPeACTB B GaHkomaTte cnegyeT nepecymtartb GaHKHOTHI
nonucTHo, ybeanTbcsa B TOM, 4TO DaHKOBCKas KapTa Oblna Bo3BpalleHa 6aHkoMaToM, 4oXOAaTbCs Bbligaun
KBUTAHLMKN MpuK ee 3anpoce, 3aTeM MONOXUTb UX B CYMKYy (KOLLeneKk, KapMaH) U TONbKO MOCne 3Toro
oTX0ANUTb OT GaHkoMaTa.

10. CnepnyeT coxpaHATb pacneyaTaHHble GaHKOMAaTOM KBUTaHUMWM Afs NOCReayloLlen CBepKu
YKa3aHHbIX B HUX CYMM C BbINNCKOW N0 GAHKOBCKOMY CHETY.

11. He npucnywmnBantecb K coBeTam TPETbUX MWL, a TakKe He MpUHUManTe MX NOMOLLb MNpwu
npoBefeHnn onepaunii ¢ 6aHKOBCKOW kapTon B BaHKomaTax.

12. Ecnu npu nposegeHun onepauun ¢ 6aHKOBCKOW kapToh B ©OaHkomaTe ©OaHkomaT He
BOo3BpallaeT 6aHKOBCKYH KapTy, cnefyeT MNO3BOHWUTb B KPEAWUTHYK oOpraHumsauuio no TtenedoHy,
yKkasaHHOMYy Ha ©OaHkomaTe, M 0OBACHUTL OOCTOATENbCTBA MpoOM3oLWealWero, a Takke cnegyet
0o0paTUTbCs B KPEOWTHYIO OpraHusauuio - IMUTEHT OaHKOBCKOWM KapTbl (KpeOuTHYK oOpraHv3aumio,
BblgaBLlyl0 OaHKOBCKY0 KapTy), KoTopas He Obina Bo3BpalwleHa OaHkomaTtom, M ganee crnegoBatb
WHCTPYKLUUSAM COTPYAHUKA KPEAUTHOW OpraHm3auum.

PekomeHaaummn npy ncnonb3oBaHMn 6aHKOBCKOW KapThbl
Ans 6e3HannMyHOn onnaTbl TOBapoB W yCryr

1. He wucnonb3ynte OaHKOBCKME KapTbl B OpraHm3auusx TOProBnv W YCryr, He Bbi3biBaOLWLMX
AoBepus.

2. TpebynTte npoBedeHns onepauuin ¢ GaHKOBCKOW KapTow Tomnbko B Bawewm npucytcteum. 310
HeobXoAMMO B LEMAX CHWMXEHWUS pucka HenpaBOMEPHOro nonyyeHus Bawwux nepcoHanbHbiX AaHHbIX,
yKasaHHbIX Ha 6aHKOBCKOW KapTe.

3. lNpu wucnonb3oBaHun 6aHKOBCKOW KapTbl Afs onnaTtbl TOBapoB W YCMAyr Kaccup MOXeT
notpeboBatb OT Brnagesnbua GaHKOBCKOW KapTbl NMpegoCcTaBWTb MacnopT, nognucatb YeK unv BBEeCTU
MANH. NMepen Habopom MNH cnepyeTt ydéeantbcs B TOM, YTO NIOAM, HAXOASALIMECS B HEMOCPEACTBEHHOMN
6nunsocTn, He cMoryT ero yBuaeTb. epen Tem Kak noanucaTb Yek, B 06A3aTenbHOM Nopsake npoBepbTe
CYMMY, YKa3aHHYI0 Ha 4eke.

4. B cnyyae ecnu npu nonbiTke onnaTtbl 6aHKOBCKOW KapToW MMena MecTo "HeycnewHas"
onepauus, cnegyet COXPaHWTb OAMH SK3EeMMMsp BblAaHHOrO TepMMHaNoOM 4Yeka Ans nocneayroLlen
NPOBEPKN Ha OTCYTCTBME YKa3aHHOMN onepaunm B BbINMCke MO HAHKOBCKOMY CYETY.

PekomeHgaumm npu coBepLieHun onepaummn ¢ 6aHkoBCKON
KapTon 4Yepes ceTb IHTepHeT

1. He wucnonesynte MNMWH npu 3aka3e ToBapoB M ycnyr yepes ceTb VHTepHeT, a Takke no
TenedoHy/dakcy.

2. He coobuiante nepcoHanbHble AaHHble UM MHgopMauunio o GaHKOBCKOM(OM) KapTe (cuyeTe)
yepes ceTb VHTepHeT, Hanpumep MNH, naponu goctyna K pecypcam 6aHka, Cpok AencTBMs 6aHKOBCKOM
KapTbl, KP€AWUTHbIE NIUMUTBI, UCTOPMIO Onepaumii, NepcoHarnbHble AaHHbIE.

3. C uenbio npefoTBpalleHnss HenpaBOMEPHbLIX AEWCTBUA MO CHATUIO BCEW CYMMbl OEHEXHbIX
cpenctB ¢ 6aHKOBCKOrO cyeTta pekoMeHOyeTcs Ans onnatbl MOKYMOK B ceTu VIHTepHeT ucnornb3oBaTb
oTAenbHYl0 OaHKOBCKyl0 KapTy (Tak HasbiBaeMyld BUPTyanbHYH KapTy) C npeaenbHbIM NIMMUTOM,
npegHasHa4YeHHYI TOMbKO AN YKasaHHOMW Lenn 1 He MO3BOMSAILLYI0 NPOBOAUTL C €€ MCMONb30BaHMEM
onepauun B opraHu3aumsix TOProBnm n ycryr.

4. CnegyeT nonb3oBaTbCA MHTEPHET-CalTaMn TOMbKO M3BECTHBIX M MPOBEPEHHBLIX OpraHn3auumin
TOProBIN U YCIyT.

5. O6ssatenbHo ybeguTecb B NPaBUBHOCTU  afpecoB WHTEPHET-CAWTOB, K KOTOPbIM
noakmnovaeTecb M Ha KOTOpbiX cobupaeTecb COBEpPLUMTbL MOKYMKW, T.K. MOXOXWEe agpeca MOoryT
MCnonb30BaTbCs ANA OCYLLECTBNEHUS HENPaBOMEPHbIX AEACTBUN.

6. PekomeHayeTcs coBepluaTb MOKYMKW TOSMBbKO CO CBOEr0 KOMMbIOTEpPA B LIEMNAX COXpaHeHus
KOHMAEHUMANBbHOCTY NEPCOHAanbHbIX AaHHBLIX U (UNK) nHOopMaLMn o 6GaHKOBCKOW(OM) KapTe (cyeTe).

B cnyyae ecnv nokynka coBepLlaeTcs C UCMOMNb30BaHNEM YYXKOrO KOMMbIOTEPA, HE peKoMeHayeTcH
COXpaHATb Ha HeM nepcoHarnbHble AaHHble W Apyryl MHOpMauuio, a Mocne 3aBepLlUeHUss BceX
onepauun HykHO ybeauTbCH, YTO MEepCOoHanbHble AaHHble U gpyras MHgopMauus He COXpaHWUCb
(BHOBb 3arpy3uB B Gpay3epe web-cTpaHuuy npoAasLa, Ha KOTOPOW COBEpLUANUCh MOKYMKW).

7. YcTaHOBWTE Ha CBOW KOMMLHOTEP aHTUBMPYCHOE MNpOrpammHoe obecrneveHne u perynsipHo
npounssoauTe ero o6HOoBMNeHne n OoGHOBMEHWe OpYyrMx MCronb3yembix Bamu nporpamMMHbIX MPOAyKTOB
(onepaLMOHHON CUCTEMBI M MPUKNAdHbIX NPOrpaMm), 3TO MOXET 3awuTutb Bac oT npoHWMKHOBEHMSA
BPEL4OHOCHOIO MPOrpaMMHOro obecneveHusl.






